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Decision/action requested

This pCR describes a solution for LI compliance when applying subscriber identifier privacy.
2
References
33.501 v.030
3
Rationale

LI solution for SUPI is needed in 5G systems, if SUCI is transferred to the visited network. Several options how to allow UDM and UE to provide the SUPI secured to the serving network are discussed in the TR. One of them as partially sketched in clause 5.7.4.7.2.3 is further developed and proposed to be added to the TS for LI conformity.
4
Detailed proposal

****************** Start of changes ******************

6.8.X
LI compliance when applying subscriber identifier privacy

Since a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network, the serving network shall be able to identify a target through its identity, i.e. its SUPI. Further, the visited network shall be able to support the interception of all services without explicit home network assistance or visibility.

If the SUCI that is not using the null-scheme is sent by the UE, the SUPI is not visible to the VPLMN (AMF) at the first moment. To fulfil LI, both, the home network and the UE, shall therefore provide the SUPI to the AMF.

NOTE: It is assumed that the UE works as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the underlying assumption of the solution is that the UE is not cheating or cooperating in cheating with the UDM. Without this assumption, any proprietary application layer scheme between the UE and the UDM, with the aim of lying to the AMF about the true SUPI, could be realized, even without SUPI concealment.
The UE creates SUCI, creates a hash hxres of SUCI, SUPI and a random R that was also part of the creation process of SUCI, e.g. in ECIES the plain text block would contain SUPI||R and thus R is known to both UE and UDM. 
hxres = H(SUCI,SUPI,R) is an identity proof information, i.e. an expected hash response, which VPLMN can use for confirming that HPLMN has not cheated, when providing the SUPI in its response. The hash function is publicly known. 
UE then provides the registration message with SUCI and hxres to the VPLMN.
When the VPLMN gains back from HPLMN the SUPI and R, it can quickly calculate hres by calculating a hash hres from the three received values: SUCI as received by UE; SUPI and R as received by the HPLMN. I.e. hres = H(SUCI,SUPI,R). By comparing hres=hxres the VPLMN (AMF) knows that HPLMN has returned the real SUPI.

NOTE: The advantage of having the UE sent hxres is that UE has provided the LI compliance information immediately and VPLMN needs only to wait for the HPLMN response. No additional information exchange with the UE is needed with AMF to proof the SUPI correctness for LI purpose. AMF can do so immediately with a light-weight calculation of the hash hres to confirm the HPLMN response and comparing it with the UE provided identity proof information hxres.
****************** End of changes ******************

